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• Introduction and Background 

• Design of a Context-aware Policy Hierarchy 
and a Hybrid Role-based Organization Model

• Deployment of Distributed PBM Functionality
– PBM: Policy-based Management

• Validation of PBM Functionality for Self-management

• Summary and Outlook
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• Wireless Networks are everywhere !
– WMAN: e.g. Cellular 2G/3G/LTE
– WMAN: e.g. WiMax / Mobile WiMax

– WLAN: e.g. WiFi

– WPAN: e.g. Bluetooth, IR

– WBAN: e.g. Zigbee, RFID

• Multihop Wireless Networks
��� � sensor, ad hoc , mesh, vehicular

? � 4G

Introduction and Background Introduction and Background 
Wireless NetworksWireless Networks
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Introduction and Background Introduction and Background 
Wireless NetworksWireless Networks’’ IssuesIssues

• Multiple technlologies � 4G
– Interoperability – Mobility – Scalability
– Multi-interface handsets

• Today: 2G/2.5G/3G/3.5G, WLAN, Bluetooth, IR
• Tomorrow: X, Y, Z, ?, ? , ?

– New form factors
• netbooks, MID, smartbooks, USB dongles etc …

– Convergence of Fixed and Mobile Networks
� Increased scale
� Increased complexity
� Increased heterogeneity

� Increased Cost
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Introduction and Background       Introduction and Background       
Wireless NetworksWireless Networks’’ IssuesIssues

• Typical OPEX Breakdown for a Mobile Operator
– ~20% on Network Operations (source: Motorola-Yankee Group)

• Typical budget for IT
– ~70% on Labor (source: IDC study for IBM)

• Industrial initiatives to reduce costs
� management automation � Self-* Capabilities

• IBM: Self-Managing Autonomic Technology (2001)
• 3GPP/NGMN: SON for LTE (2008)

– Self-Organizing Networks (SON) Long Term Evolution (LTE) 
standards attempt to change the operations and maintenance 
paradigm

• NGMN: Next Generation Mobile Networks Alliance 

• 3GPP: 3rd Generation Partnership Project
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Introduction and Background Introduction and Background 
Wireless Ad Hoc Networking ParadigmWireless Ad Hoc Networking Paradigm

• Roots in military research from the 70’s and 80’s
• [1997] IETF Mobile Ad hoc Networks (MANET) WG

– Main efforts : research on routing protocols (proactive, reactive)

• [2007] Ad-Hoc Network Autoconfiguration (AUTOCONF) WG
– IETF‘s revamped MANET paradigm with infrastructure interaction

• Reasons for negligible impact of “pure MANET” paradigm 
– The lack of realism in the research approach

• “Hybrid MANET” relaxes the constraint of no infrastructure support

– Questions on the credibility of MANET simulations and simulators
• widely used in academia to overcome the lack of experimental testbeds
• Simulations enable large-scale deployment

– Limited testbed deployment efforts and verification
Antonis M. Hadjiantonis Kios Research Center Seminar 07/07/09
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Introduction and BackgroundIntroduction and Background
Research MotivationResearch Motivation

• Wireless Ad Hoc Networks paradigm
– Consisted of a majority of end-user devices, capable of multihop 

communication and optionally supported by limited infrastructure

• Research motivation 
– Emanates from the increased penetration of wireless 

technologies and devices in today’s networked environment. 
– A need for a new management framework is identified

• The deficiencies of current management frameworks in the rapidly
evolving wireless landscape 

• The increasing users’ demand for unrestricted spontaneous 
communication

• Research objective
– Propose a policy-based self-management framework

for wireless ad hoc networks
• To leverage their potential as an alternative communication method 
• Allow their integration and coexistence with other networks
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SelfSelf--ManagementManagement
Autonomic Computing and SelfAutonomic Computing and Self--**

• Control Loop in Systems Management
– Fehskens L., "An Architectural Strategy

for Enterprise Management“, [IFIP/IM 1989]

• Autonomic Computing : 
– a computing environment with the ability 

to manage itself and dynamically adapt to 
change in accordance with business policies 
and objectives [IBM 2001]

• Self-management :
– the ability of independently achieving seamless operation and 

maintenance by being aware of the surroundings
• Self-*

– Configuration   – Healing   – Optimisation   – Protection

�
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• Autonomic Manager
– building block of autonomic systems

• K-MAPE architecture
– Knowledge

– Monitor

– Analyze

– Plan
– Execute

• Policy : a set of rules to administer, 
manage and control access to 
network resources [IETF]

SelfSelf--ManagementManagement
Architecture and PrinciplesArchitecture and Principles
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• The policy-based management (PBM) paradigm
– Policies capture the high-level management objectives
– The means to integrate self-management capabilities 
– PBM offers controlled programmability

• IETF reference framework
• Four functional elements

– PMT: Policy Management Tool
– PDP: Policy Decision Point
– PEP: Policy Enforcement Point
– PR:  Policy Repository

• A generic specification of policy rules
– ECA: on Event if Condition then Action

SelfSelf--ManagementManagement
Policies and PBMPolicies and PBM
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• Introduction and Background 

• Design of a Context-aware Policy Hierarchy 
and a Hybrid Role-based Organization Model
– Policy-based and Context-aware Organizational Model
– Scalability Evaluation of Organizational Model

• Deployment Of Distributed PBM Functionality
• Validation of PBM Functionality for Self-management
• Summary and Outlook
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PBM Framework PBM Framework –– Design & OrganisationDesign & Organisation
Organisational model and Policy HierarchyOrganisational model and Policy Hierarchy

• Components and context
– Context-aware counterparts to PBM components

• Roles for self-management
– Cluster Node (CN)

– Cluster Head (CH)

– Manager Node (MN)
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PBM Framework PBM Framework –– Design & OrganisationDesign & Organisation
Organisational model and Policy HierarchyOrganisational model and Policy Hierarchy

• Hybrid role-based organisation and policy hierarchy
– {Roles} [Event] if {Conditions} then {Actions}

• Policy enforcement scope for closed-loop management
-Cluster-wide (energy conservation)

-Hypercluster-wide (repository repl.)

-Network-wide (routing adaptation)
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PBM Framework PBM Framework –– Design & OrganisationDesign & Organisation
Hypercluster formation and model scalabilityHypercluster formation and model scalability
• Hypercluster: special set of nodes that are assigned the 

collaborative management of the wireless network
– Consisted of devices having the MN or CH role
– Flexible network organisation with CNs grouped in clusters
– Management intelligence is distributed based on capabilities
– Host and manage the Distributed Policy Repository (DPR)

• Hypercluster formation
– Static

– Dynamic

– Combined

Antonis M. Hadjiantonis Kios Research Center Seminar 07/07/09
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• Centralised-Hierarchical Vs Distributed-Hybrid Model

• Hypercluster formation
– Dynamic

• Distributed algorithmic creation (e.g. dominating sets)
• Increases survivability in highly mobile environments

PBM Framework PBM Framework –– Design & OrganisationDesign & Organisation
Hypercluster formation and model scalabilityHypercluster formation and model scalability
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• Centralised-Hierarchical Vs Distributed-Hybrid Model
• Evaluation of dynamic cluster creation

– Adapted version of the CDS creation algorithm by Wu

– Hypercluster size affects overheads and policy costs

– Policy distribution measurements applied to evaluate scalability

PBM Framework PBM Framework –– Design & Organisation Design & Organisation 
Scalability of DistributedScalability of Distributed--Hybrid ModelHybrid Model
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• Introduction and Background 
• Design of a Context-aware Policy Hierarchy 

and a Hybrid Role-based Organization Model

• Deployment of Distributed PBM Functionality
– Distributed Policy Repository (DPR)

Design, Implementation, and Management

• Validation of PBM Functionality for Self-management
• Summary and Outlook
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Deployment of Distributed PBM FunctionalityDeployment of Distributed PBM Functionality
DPR definition and importanceDPR definition and importance

• DPR: a physically distributed set of interconnected 
directories hosted on selected hypercluster nodes.

• DPR component: its activation is variable and depends 
on DPR management policies and device role.
– DPR Management Policies control replication
– DPR replica placement problem

• DPR design glues together the distributed nodes 
responsible for collaborative management.
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Deployment of Distributed PBM FunctionalityDeployment of Distributed PBM Functionality
DPR implementation and evaluationDPR implementation and evaluation

• Comparison of Distributed and Centralised Policy Access Methods

– Four methods examined
• sr-push : push replication
• sr-pull :   pull replication
• ls-best : client informed of changes
• ls-avg :  client discovers changes

• Evaluation scenario for policy retrieval and updates
• t0: Master DSA holds 200 policies (800 entries)
• t1: PDP requests all policies
• t2: PDP holds all policies
• t3: 10 policies added at Master DSA
• t4: PDP update completed
• t5: 10 policies deleted from Master DSA
• t6: PDP update completed
• Tp : total policy retrieval and update time 
• Tp = (t2 – t1) + (t4 – t3) + (t6 – t5) = Ta + Tb + Tc

DPR
h:M

search op. LDAP C.
c:SPolicies

Policies
DPR
c:S

DPR
h:M

sync op.
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Deployment of Distributed PBM FunctionalityDeployment of Distributed PBM Functionality
DPR implementation and evaluationDPR implementation and evaluation

• Comparison of Distributed and Centralised Policy Access Methods
• Total Policy Access Traffic and Time

– Four methods examined
• sr-push : push replication
• sr-pull :   pull replication
• ls-best : client informed of changes
• ls-avg :  client discovers changes

• Evaluation scenario for policy retrieval and updates
• t0: Master DSA holds 200 policies (800 entries)
• t1: PDP requests all policies
• t2: PDP holds all policies
• t3: 10 policies added at Master DSA
• t4: PDP update completed
• t5: 10 policies deleted from Master DSA
• t6: PDP update completed
• Tp : total policy retrieval and update time 
• Tp = (t2 – t1) + (t4 – t3) + (t6 – t5) = Ta + Tb + Tc
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• Introduction and Background 
• Design of a Context-aware Policy Hierarchy 

and a Hybrid Role-based Organization Model
• Deployment of Distributed PBM Functionality

• Validation of PBM Functionality for Self-management
– Self-* capabilities for dynamic channel configurati on
– Adaptive service management of wireless networks

• Summary and Outlook
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Validation of PBM Functionality Validation of PBM Functionality 
Implementation of SelfImplementation of Self--* Capabilities* Capabilities

• Testbed setup
– 10 wireless nodes
– 802.11b/g Wi-Fi
– IBSS (ad hoc/p2p mode)

• Setup in two ad hoc clusters
– Ad hoc file transfer within clusters

• Inter-layer communication (MAC-APP)
– Cluster Head can monitor and assess wireless interface
– Open source packet capturer (airodump-ng)

• Channel selection algorithm
– Weighted Average WA(x)
– Metric x: missed frames, avg.pps etc.
– Weight w: depends on channel distance

802.11bg128330 - ARMIT OS2007 (2.6.18)(4x)Nokia N800

802.11b128400 - ARMFamiliar v0.8.4 (2.4.19)(4x)HP iPAQ H5550

802.11bg5121500 - IntelDebian R4.0  (2.6.18)(2x)Sony Z1XMP

Wifi supportRam (MB)ProcessorOperat.System (Kernel)
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Validation of PBM Functionality Validation of PBM Functionality 
Implementation of SelfImplementation of Self--* Capabilities* Capabilities

• Self-Configuration for initial channel assignment 
– 20.4% increase of average goodput compared to default settings
– Up to 33.3% increase for random channel assignment
– Worst performance for consecutive channels
– File download duration is accordingly improved

if {otherWLANdetected=true}^{FC:=freeChannels(results) ,
FC=false} then {optimizeChannel(all, algorithm 3 (criteria 3))}

ScanComplete(results)4

if {otherWLANdetected=true}^{FC:=freeChannels(results) ,
FC=true}^{PC:= preffered(FC, ch_list ),PC=false}

then {optimizeChannel(FC, algorithm 2(criteria 2))}
ScanComplete(results)3

if {otherWLANdetected=true}^{FC:=freeChannels(results) ,
FC=true}^{PC:=preffered(FC, ch_list ),PC=true} 

then {optimizeChannel(PC, algorithm 1(criteria 1))}
ScanComplete(results)2

if {ready} 
then {scanChannels()},{generateScanComplete(results)}

Init_new_adhoc1

if {Conditions} then {Actions}EventP#
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Validation of PBM Functionality Validation of PBM Functionality 
Implementation of SelfImplementation of Self--* Capabilities* Capabilities

• Self-Optimisation for dynamic channel switch
– Peak increase of 33.5% 
– Average goodput increase by 20.3%

• from 413.54 KB/s to 518.79KB/s 
– Download time reduced 

• from 116sec to 50sec for a 46MB file
– Scenario in two phases

if {results_evaluation()=true}
then {channel_switch(all, algorithm 4(criteria 4))},{verify()}

AdaptChannel(results)8

if {channel_distance(WLANinfo,current) < dist }
^{ app_specific_metric < thr b}

then {scanChannels()},{generateAdaptChannel(results)}
StartAdapt(WLANinfo)7

if {LinkQuality< thr a}^{ dyn_adapt =true}
then {generateStartAdapt(cachedWLANinfo)}

LinkQualityCheck6

if {dyn_adapt =true} 
then {generateStartAdapt(newWLANinfo)}

NewWLANdetected5
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Validation of PBM Functionality Validation of PBM Functionality 
Implementation of SelfImplementation of Self--* Capabilities* Capabilities

• Self-Optimisation Scenario
Ph.1: file transfer Z� J
Ph.2: file transfer B� C
P6: LinkQuality:thr a <50% � P7
P7: Goodput:thr b <3.67MBps � P8
P8(AdaptChannel):algorithm
� channelSwitch: from ch.1� ch.6
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Validation of PBM Functionality Validation of PBM Functionality 
Adaptive Service ManagementAdaptive Service Management

• Extended PBM Framework
• Service Adaptation Logic (SEAL)

– Accepts users’ requests and provides a 
customisable and adaptive services

– Takes into account device capabilities 
and service-specific preferences

– Statistically analyses data and uses 
policies for adaptation (self-optimisation)

• User Preferences Control (UPRC)
– Embedded in user devices (PEP)
– Interacts with SEAL for the (reactive) 

enhancement of user’s experience and 
(proactive) services’ optimisation

• Case study and scenario
– Public transportation networks 

(underground or intercity/interstate)
– A network operator deploys Cluster 

Heads (CH) onboard trains and offers the 
infrastructure to different service 
providers for wireless media provisioning
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Validation of PBM functionality Validation of PBM functionality 
Adaptive Service ManagementAdaptive Service Management

• Media service provisioning and adaptation
– Service Customisation 

• Policy-controlled procedure for flexibility.
• Media selection based on device capabilities (Li), user’s 

service preferences (Lii) and basic user’s preferences (Liii).
– Action Plan

• Cluster Heads use policies to decide on the best possible 
transfer method of selected media to the user.

– Service Adaptation
• Services adapt according to statistical analysis of users’

prevailing preferences and device capabilities
• Improves service performance and users’ experience.
• By calculating the Weighted Moving Averages (WMA) of 

certain request parameters, SEAL can identify the trends in 
media requests and device capabilities among users

• Proactively improves media availability to satisfy requests

Antonis M. Hadjiantonis Kios Research Center Seminar 07/07/09
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Validation of PBM functionality Validation of PBM functionality 
Adaptive Service ManagementAdaptive Service Management

• Media delivery case study and evaluation

• Policies for media transfer setup based on local cluster metrics
– Simulation results:

• Improved throughput
• Reduced download time
• Congestion prevented

Media Requests
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• Introduction and Background 
• Design of a Context-aware Policy Hierarchy 

and a Hybrid Role-based Organization Model
• Deployment of Distributed PBM Functionality
• Validation of PBM Functionality for Self-management

• Summary and Outlook
– Overview
– Research Directions
– Future Work
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Summary and Outlook Summary and Outlook 
OverviewOverview

• Autonomic/Self-Management promises solutions
– Increase management automation and reduce human effort

• Wireless Networks can benefit significantly
– Large-scale deployments

– Unpredictable User behaviour

– Limited Bandwidth and Resources

• Self-Management Framework
– Wireless-oriented architecture

– Layered policy-based hierarchy

– Scalable hybrid organisation

– Context-awareness for feedback
� Work in progress!

Antonis M. Hadjiantonis Kios Research Center Seminar 07/07/09
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Summary and OutlookSummary and Outlook
Industry Industry DirectionsDirections (2009)(2009)

• IBM on the growth versus cost dilemma
– “IT complexity has to be simplified, or growth will begin to be 

hampered by the cost required to support it”
• http://www.ibm.com/autonomic

• NGMN Use Cases related to Self-Organising Networks
– “Reduction of cost and complexity is a key driver for RAN LTE. It

is therefore of vital interest of operators to minimise operational 
effort & cost by introducing self-configuring and self-optimising
mechanisms”

• http://www.ngmn.org/uploads/media/NGMN_Use_Cases_related_to
_Self_Organising_Network__Overall_Description.pdf

• Motorola on LTE OPEX cost reduction
– “A distributed architecture is better positioned to deliver a 

successful SON solution, (…) based on a policy-based 
management scheme”

• http://www.motorola.com/Business/US-
EN/Business+Product+and+Services/LTE/SON_US-EN

Antonis M. Hadjiantonis Kios Research Center Seminar 07/07/09
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Summary and OutlookSummary and Outlook
ResearchResearch DirectionsDirections (2009)(2009)

• EU CORDIS FP7
– Community Research and Development Information 

Service for Science, Research and Development 
(http://cordis.europa.eu)

– The “Future Internet” is emerging globally as 
a federating research theme

• “The current Internet architecture was not designed to cope 
with the wide variety, and the ever growing number of 
networked applications, business models, edge devices, 
networks and environments that it has now to support.”

• “The challenge is to comprehensively and consistently  
address the multiple facets of a Future Internet .”

Antonis M. Hadjiantonis Kios Research Center Seminar 07/07/09
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Summary and OutlookSummary and Outlook
ResearchResearch DirectionsDirections (2009)(2009)

• EU CORDIS ICT Challenge 1
– Pervasive and Trustworthy 

Network and Service Infrastructures

Image source:
http://cordis.europa.eu
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Summary and Outlook                      Summary and Outlook                      
Forums for collaboration & disseminationForums for collaboration & dissemination

• ETSI ISG Autonomic network engineering for the 
self-managing Future Internet (AFI,Feb’09)
– http://www.etsi.org

• Next Generation Mobile Networks (NGMN)
– http://www.ngmn.org

• Autonomic Communications Forum (ACF)
– http://www.autonomic-communication-forum.org/

• IBM Autonomic Computing
– http://www.research.ibm.com/autonomic/

• Future of the Internet (EU FOI)
– http://ec.europa.eu/information_society/activities/foi/

• Future Internet Design (US FIND)
– http://www.nets-find.net/
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Summary and Outlook Summary and Outlook 
Future WorkFuture Work

Distributed PBM for Wireless Networks
• Hybrid Optical-Wireless Architectures

– Policies for QoS/Routing over an Optical Backhaul
– Wireless Last Mile � Delivering QoE over a Wireless Mesh
– User-oriented networks and services

• Improvement of the Distributed Policy Repository (DPR)
– Investigate solutions for the DPR replica placement problem
– Testbed deployments in large-scale and real life scenarios

• Distributed policy storage and policy execution
– PDP coordination and synchronisation

Antonis M. Hadjiantonis Kios Research Center Seminar 07/07/09

36

Emerging paradigms for network management
• Autonomic Management for Future Wireless Networks

– Future work on self-protection & self-healing 
� Autonomic Network Management

• Applicability and Integration with Mesh Networks
– Management of Mesh Networks: a promising research direction
– Mesh networks closely resemble wireless ad hoc networks, i.e. 

multihop communication with limited infrastructure support 

• Wireless Peer-to-Peer Networks for Ad Hoc Inter-Car 
Communication (Vehicular Ad Hoc Networks)
– Cross-layer design and proactive routing protocol integration
– P2P technologies for network self-organisation

Antonis M. Hadjiantonis Kios Research Center Seminar 07/07/09

Summary and Outlook Summary and Outlook 
Future WorkFuture Work
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